


Data Protection Series
Part 1: What You Need To Know

Video Transcript


Welcome.

This is a short training video from Support Cambridgeshire, the first in a series on data protection.

In this video, we're looking at the essentials of data protection law. In other words, what you need to know.

Let's see what we're going to cover. We'll begin with a short look at why privacy matters, and then we'll move to the principles behind data protection which are set out in law. Then we'll look at the lawful reasons for which you can process personal data. Finally, we'll finish off this video with a look at individual data protection rights.

But before we begin, let's remind ourselves what we mean by personal data.

Personal data is any piece of information, including a photograph, from which an individual can be identified. So name, address, payroll number, or bank account number, for example,
are all forms of personal data. But things like hair colour, shoe size, town of birth are not personal data because on their own, none of these things can identify a single individual.

Of course, when you combine certain data, such as a person's race with their name, for example, then both would be classed as personal data.

Please use the link in the transcript to this video to learn more about key data protection terms.

Okay, so why should we be bothered about privacy? Isn't it just common sense?

Well, it's much more than that. We all have a right to privacy, and if that right is broken, then the consequences can be severe. For example, the release of personal data about health conditions or perhaps trade union membership could result in discrimination or even dismissal by an employer. Of course, criminals use personal data for identity theft and fraud, blackmail, ransom, and other threats.

But failing to respect privacy can damage voluntary organisations as well. For a charity, it can lead to bad publicity, damage to reputation, loss of support and funding, fines, and the extra costs of putting things right.

That's why we have data protection laws, namely the UK GDPR, which is how it's known following Brexit, and the 2018 Data Protection Act. But what do these laws say?

Helpfully, the UK GDPR sets out a number of principles by which personal data must be processed. Follow these, and you shouldn't get into trouble with the law.

The first principle is that you must have a lawful reason or basis for your processing. There are six of these which we shall look at later.

Next, you can only use the data for the purpose it was collected. For example, you can't use someone's details for sending them funding requests if you've only said you will use it to provide a particular service.

The third principle says you must only collect and process data that is necessary, so no asking for a postal address if you only ever intend to email someone.

The fourth principle is that the data you process must be accurate. This means you must take reasonable steps to keep it up to date.

Fifth, it should be kept for no longer than is actually necessary. Once it's not needed, it should be deleted.

And six, it must be secure. This means you need good cyber and physical security for the data.

Finally, the seventh principle says you are accountable for how you handle data, so you need to make sure you can demonstrate compliance with the law.

Now, as we've seen, the first principle of data protection is that you can only process data for a lawful reason.

Let's just look at the six lawful reasons, sometimes called bases, on which data can be processed.

The first reason or lawful basis for processing personal data is consent. To be valid, this consent must be freely given by clear, affirmative action for each processing reason.

There can be no generic or bundled up consents and no pre-tick boxes for someone to untick. Finally, it must be easy to opt out, withdrawing or revoking consent at any time.

The next lawful reason for processing is contractual. This is where we process data with a view to entering into or operating a contract. Processing personal details, such as in a quote for some work is a contractual reason for data processing.

We now come to legitimate interest. This is a useful reason to have for data processing because it's so flexible. However, the small print says that your interest must not override the privacy interests of the individual, so the processing has to be something transparent that the data subject would expect. A business interest, for example, can be a legitimate interest if it is clear and expected. A good example might be processing the names of individuals who have applied to attend a training course. Clearly, you can't process applications without collecting names. Anyone who signs up would expect you to do this, so there is no hidden processing or undermining of an individual's privacy.

The fourth of our six reasons is legal obligation. This is where you are required to process the data by law. For example, an employer has a legal duty to collect income tax through Pay As You Earn, which clearly requires the processing of personal data.

The next reason is vital interest. It applies in very limited circumstances, specifically when there is a risk to life.

The sixth and final lawful reason applies to public authorities and elected officials, such as a councillor or member of parliament. Here, personal data can be processed lawfully, specifically in order to provide a service or to perform a public task.

The The next part of this video involves looking at the individual legal rights people have on how their data is processed, all of which are enforced by a regulator, the ICO, (Information Commissioner's Office).

So what are these rights?

Top of the list is the right to be informed about how and why your data is processed. This is usually set out in a privacy notice which must be provided at the point that personal data is collected. We cover privacy notices in the third video in this series.

You also have a right to access your personal data that an organisation is processing. This is enacted through a "subject access request".

Next, you have a right to have errors rectified once the organisation has been made aware of the error.

And you have a right to restrict processing. This limits how data can be used and usually applies when the accuracy of data is contested or while an objection to data processing is being considered, which leads nicely into your specific right to object to processing in certain circumstances. For example, if you object to your data being used
for direct marketing, or if you question why an organisation is relying upon their legitimate interest as the lawful reason for the data processing.

You also have a right to be forgotten, that is to have data erased when data is no longer needed. For example, if the data is historical or if you have withdrawn consent for processing.

Perhaps not used quite so often is a right to data portability, which allows you to reuse your data for your own purposes across different services. This is how, for example, insurance comparison sites work.

Finally, you have certain rights in relation to high volume automated processing and profiling. This is something used to evaluate an individual based on their personal data
and decide, for example, what products they may like to buy.

Okay, that's all we're covering in this video, so let's quickly recap.

To protect privacy, you should comply with the seven data protection principles, which includes processing data securely and being accountable for what you do. You should always have a lawful basis for every data processing operation. Finally, you should uphold the data protection rights of individuals, which, among other things, means providing privacy information.

For practical advice on compliance with the law, please look out for the other titles in this Data Protection Series.

Part 2: What You Need to Do, and Part 3: Writing a Privacy Notice.

And to learn more about the areas we have covered in this video, please refer to the ICO website.

There is also a transcript that accompanies this video with links to additional information on some important issues.

These are: key data protection terms, who needs to register with the Information Commissioner's office, dealing with the freedom of Information and Subject Access Requests, and the soft opt-in for sending out email marketing newsletters, which is being extended to cover charities.

Okay, so that's the end of this video. So thank you for watching.
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Additional Links:

Key Data Protection Terms:
https://ico.org.uk/for-organisations/advice-for-small-organisations/key-data-protection-terms-you-need-to-know/

Who needs to register with the ICO:
https://ico.org.uk/for-organisations/data-protection-fee/data-protection-fee-self-assessment/

Freedom of Information: 
https://ico.org.uk/for-organisations/foi/
Subject Access Requests:
https://ico.org.uk/for-organisations/advice-for-small-organisations/how-to-deal-with-a-request-for-information-a-step-by-step-guide/

The soft “opt-in”:
https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guide-to-pecr/electronic-and-telephone-marketing/electronic-mail-marketing/#softoptin

https://ico.org.uk/for-organisations/direct-marketing-and-privacy-and-electronic-communications/guidance-on-direct-marketing-using-electronic-mail/

Privacy notice generator tool:
https://ico.org.uk/for-organisations/advice-for-small-organisations/create-your-own-privacy-notice/
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Writing a data protection policy and procedures:
https://www.ncvo.org.uk/help-and-guidance/digital-technology/data-protection-and-cybersecurity/gdpr-data-protection-law-brexit-and-how-keep-top-your-responsibilities/writing-data-protection-policy-and-procedures/

AI and data protection:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/

AI risk toolkit:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/guidance-on-ai-and-data-protection/ai-and-data-protection-risk-toolkit/
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